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[lepcoOHanbHbIE
AaHHble

Personal data

HePCOHILHLIMM JaHHBIMM | personal data is information,

AB/NAETCH 00 MEPOPMANMS, € | which allows you to indentify
IMOMOIIBX0 KOTOPOM MOXXHO :

OZHO3HAYHO HAEHTH(YHIMPOBATE | a physical person
dmsmaecKoe MO P, unambiguously
3AYEM M OT KOTO WHY AND FROM
WX SAIITUIIIAT b ~_ @ WHOM MUST THEY BE
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~ [llepcoHanbHble Personal data
AaHHbIE B }KMU3HU in real life

HNudopmanus o yeroBeke Bcerga Personal information has allways
uMeJsia 00JIBIIYI0 HEHHOCTh, HO had great value, but today it has
CerojHsi OHa MpPeBPaTHU/IACh B become the most expensive
CaMBbI¥ JOPOTrOM TOBap: commodity:
UHPOpPMaIMs B pyKax in the hands of a fraudster

MOIIIEHHHKA ITpeBpaliaeTcs B information becomes a crime

opyzue TpeCTYIUIEHUS instrument

B PYKaX YBOJIEHHOTO in the hands of a fired
COTPYAHHKA — CPE/ICTBO employee it becomes a tool of
MIIeHUST revenge

in the hands of an insider it
becomes a commodity that can
be sold to a rival...

B PYKax MHCaWepa — ToBap
ZJ1S1 IPOJQKU KOHKYPEHTY...

HNmenHo mostomy

nepcoHaabHbIE TAHHbIE Therefore personal data

HYXXJAQIOTCS B CaMOU should be seriously
CepBEBHOI/I BaH.LI/ITe. : protected.
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B CWA pgo omx nop oOTcyTcTBYET

AO3aHHbIX.

OCHOBHbBIMU [IENCTBYIOLLMMN [JOKYMEHTAMU SIBAIOTCS :
Privacy Act of 1974 n Privacy Protection Act of 1980,

OpraHoB :
obpaboTke

perynupyoLine AEATENbHOCTb
rocyaapCTBEHHOMN BMnacTu npu
NnepcoHanbHbIX JaHHbIX rpaXxaaH.

B kauecTBe pekoMeHAauMi Mo obecneyeHnio 3aluThl :
AaHHbIX LUMPOKO MPUMEHSAOTCH JOKYMEHTbI «dnpekunn
Office of :
«HaumoHanbHoro :
WHCTUTYTa cTaHaapToB 1 TexHonoruin» (NIST - National :
OHu i
perynupyoT OesaTeNbHOCTb MO 3aluTe NepCcoHarbHbIX

ans :
HOCHT

ynpaBneHus u
Management

Giopketa» (OMB —
and Budget) wu
Institute of Standards and Technology).
AaHHbIX B FOCYOapCTBEHHbIX  CTPYKTypax,
KOMMEPYECKUX  Xe  OpraHmsauum  OHU
pekoMeHOaTenbHbIN XapakTep.
OuyepeHbim LLarom K

(PII).

obuiee :
(dbenepanbHoe) 3aKOHOAATENbLCTBO O MEPCOHAmNbHbIX :

LIEHTPan“30BaHHOMY :
perynmpoBaHnO0 OTHOLLEHWUI, CBSA3aHHbIX C 06paboTkomn
NepcoHanbHbIX OaHHbIX rPaxaaH, SBMASETCA AOKYMEHT :
NIST Special Publication 800-122 Guide to Protecting :
the Confidentiality of Personally Identifiable Information :
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Internatlonal experience: the
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United States of America

USA still do not have a common (federal)
legislation on personal data.

The main operational documents regulating the
governmental bodies activities during citizens'
personal data processing are «Privacy Act» of
1974 and «Privacy Protection Act» of 1980.
Documents of the Office of Management and
Budget (OBM) and the National Institute of
Standards and Technology (NIST) are widely used
as recommendations for ensuring data protection.
They regulate personal data protection in
governmental organizations and serve as
recommendations for private organizations.

The NIST's «Special Publication 800-122 Guide to
Protecting the Confidentiality of Personally
Identifiable Information (PIl)» is the next step
towards centralized regulation of relations
concerning citizens' personal data processing.
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3apyberKHbIN OMnbIT:
EBpocCOI03

B psine KOHCTUTYLMIN eBPONENCKMX CTpaH C Havana :
30-x rr. XX B. 6bInn 3aKkpensieHbl HOpMbI O 3aLiuTe
MHOPMALMM MIUYHOTO U CEeMEeMHOro xapakTtepa i
Wcnanguu :

(KoHcTuTyums Wpnavgum (1937 r),

(1944 r.), Wtanun (1947 r), XapTl/m McnaHueB'é“

(1945 r.) n gp.)

MepBbli B MMpe creumanbHbil 3aKOH O 3alnTe |
NepcoHarbHbIX AaHHBIX Gbl MPUHST repMaHCKoN
3emnén leccen B 1970 r. B 1977 r. npuHumaeTcs
3awmre |

denepanbHbIn 3aKOH OPI «O

nepcoHarnbHbIX JaHHbIX»

B 70 - 80-x rr. XX B. nonsmnuc'b 3aKkoHoaaTesnbHble
HOPMbl O :
paboTHuMKa :

aKkTbl, cogepxaiime crneuymanbHble
3awmTe  nepcoHanbHbIX  OaHHbIX
(lUseumns (1973 r.), PpaHuma (1978 .) n ap.)
C 28 gauBaps 1981 .
3awurte

dom3nyecknx nuL

[aHHbIX", BCTYNMBLUAsA B cuny ¢ 1 okTabps 1985 r.

-Bbila  OTKpbITa ANs :
nognucanms KoHeeHumsi ~CoBeTa EBponbl O
I npui
aBTOMaTI/I3VIpOBaHHOM obpaboTke nepCOHaanblx,{
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International experience:

the European Union

Constitutions of a number of European countries
enshrined the norms on protection of personal and
family information as early as the beginning of the

- 1930s (the Constitution of Ireland (1937), Iceland

(1944), ltaly (1947), the Charter of the Spaniards
(1945), etc.)

The first in the world special law on personal data
protection was. adopted in German land Hesse in
1970. In 1977 the federal law «On personal data
protection» was passed in the Federal Republic of
Germany.

In the 1970s — 19805 legislation containing special
norms on protection of employees' personal data
was adopted (Sweden (1973), France (1978), etc.)
On January 28, 1981 the Council of Europe
Convention «On protection of physical persons
during automated- processing of personal data»
was opened for signing, becoming operational on

_ October 1, 1985.
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3apyberKHbIN OnbIT:
BennkobputaHus

B Benukobputanum B 1998 rogy 6bin I'IpI/IHFng
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International experience:

K/
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«3aKoH O 3aluTe MepcoHasnbHbIX AaHHbIX» — i
«Data Protection Act 1998». 2 uons 2009 roga B :
BputaHnn BbllWNa nepBas Bepcusi cTaHgapTta
BS10012:2009 "3awuTta gaHHbix — Cneumdukaums
CUCTEMbI YNpaBneHns nepcoHanbHbIMKU AaHHbIMK',

OTOT [OKYMEHT CTan nepBbiM B MUPEe CTaHAapTOM |
NepcoHanbHbIMK :

Ha  cucTemy
JaHHbIMW,
Bbinyck

ABNSAETCA
MeXayHapOoaHoM

ynpasneHus

CcTaHgapTa BS10012,
Ba>KHbIM LLarom Ha
cTaHOapTusaumm

6e3ycrnoBHo,
nytTM K
0bpaboTkn :

L)

NepCcoHarnbHbIX JaHHbIX, HO NepBasi BEPCUS 3TOrO |
[IOKYMEHTa ellle faneka OT COBEPLUEHCTBA U YX i

TeM bonee He ABNAeTCA naHaleen.
B omnMisne OT  [OKYMEHTOB

POCCUMNCKUX

perynaropos, aHrNIMncKkue CTaHOapTbl OaloT bonee

obLme pekoMeHaauum no

oBecneyeHuto :

6esonacHoctu [OH “ He nNpeanucbIBaloT, Kak :
KOHKPETHO [AOSKHbI 3alMLLATECS NepCoHanbHbIE

OaHHbIE.

the United Kingdom

In 1998 «Data Protection Act» was passed in the
UK. On July 2, 2009 version 1 of standard
BS10012:2009 «Data protection — Specification of
personal data management system» was released.
This document became the first in the world
standard for personal data management system.
The release of BS10012 standard is certainly an
important step on the way towards international
standartization of personal data processing, but the
first version of that document is still far from being
perfect and definitely is not a cure-all.

Unlike documents of Russian regulators, the UK
standards give more generic recommendations on
ensuring personal data security and do not specify
how exactly personal data must be protected.
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3akoH «O NepcoHasbHbIX AaHHbIX» |

B Poccuum

®enepanpabiii 3akod ot 27 utonst 2006 . N 152-03 70O

MEePCOHANIbHBIX JAaHHBIX

®denepanbabiii 3akoH 0T 27 utonst 2006 1. Ne 149-D3

«006 urdopmaryu, THHOPMAIMOHHBIX TEXHOJIOTHSIX K O

3anuTe nHpOpMaUm)

Vka3 [Ipesunenta Poccuiickoit @enepaunu ot 6
mapTal997 roma Ne 188 «OO0 yTBepkACHUN IEPEUHS
CBEJICHUHN KOHPUACHIIMATBLHOIO XapaKTepar»

[Toctanosnenue [IpaBurenscTBa Poccuiickou
®denepanun ot 17 HOaA6pst 2007 roga Ne 781 «O6
YTBEPKJACHUH TTOJIOKEHUS 00 0OecrieueHun
0€30IacCHOCTH NMEPCOHANTBHBIX TaHHBIX TIPH UX
00paboTKe B MHPOPMAITMOHHBIX CUCTEMAX
MIEPCOHATBHBIX TAHHBIX)

[Tpuxa3 ®enepanbHOM cayKObl IO TEXHUYECKOMY U 3KcnopTH0My

koHTpoIt0, ®Ch PO u Munucrepcrsa nHGOPMaMOHHBIX
TexHonorui u cBsizu PO ot 13 derpans 2008 r. Ne 55/86/20 «O6
yrBepkaeHuu llopsinka npoBeneHus Kiaccuukanum
MH(POPMAIIMOHHBIX CUCTEM MEPCOHATBHBIX JTAHHBIX)
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The law «On personal data» in

Russia

The federal Law from July, 27th, 2006 N 152-FZ
”About the personal data”

The federal Law from July, 27th, 2006 Ne 149-FZ
«About information, information technology and about
information protection»

The decree of the President of the Russian Federation
from 6 march 1997 year Ne 188 «About the statement of
the list of data of confidential character»

The governmental order of the Russian Federation from
November, 17th, 2007 Ne 781 «About the position
statement about safety of the personal data at their
processing in information systems of the personal data»

The order of Federal Agency of technical and export
control, FSB of the Russian Federation and the Ministry
of information technology and communication of the
Russian Federation from February, 13th, 2008 Ne
55/86/20 «About the statement of the Order of carrying
out of classification of information systems of the
personal datay
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B Kareropusi

* [lepcoHanbHbIE JaHHBIE, KacalOUIWecs: pacoBOM,
HaL[MOHAIbBHOW MPUHA/JIEXXKHOCTH, TIOTUTHYECKUX,
PEeUTHO3HBIX U GHITOCODCKUX YOKAEHUH,
COCTOSTHUIS 3J0POBbsI, ”HTUMHOM XU3HHU

Hosting Z==

Community
Essence
and types

Category 1

* Personal data concerning race, nationality,
political, religious and philosophic beliefs,
health and love life

s Kareropus 2

* [lepcoHanbHbIe JaHHBIE, TO3BOJISIIOLINE
UIeHTUPUIUPOBATH CYO'bEKTA MePCOHATbHBIX
JAHHBIX U TOJTYYUTh O HEM IONIOJTHUTETBHYIO
MHPOPMALIMIO, 3a UCK/TIOUeHHEeM ITepCOHATBHBIX
JAHHBIX, OTHOCSILIVIXCS K KaTETOPHH 1

Category 2

» Personal data that allow you to identify of
personal data owner and receive additional
information about them, except for personal
data pertaining to category 1

ma Kareropus 3

* [lepcoHanbHbIe JaHHBIE, TO3BOJISIIOLINE
UIeHTUPUIUPOBATH CYO'bEKTA MePCOHATbHBIX
JAQHHBIX

Category 3

* Personal data that allow you to identify the
personal data owner

Kareropus 4

* O6e3n4YeHHbIe U/WIH 00111eIOCTYITHbIE JAHHbBIE

Category 4

+ Impersonal and/or public data




/ 3aKOHO4aTeNbCTBO O

NepCcoHaNbHbIX AaHHbIX U The legislation on the personal
data and domain registers

IOMEHHble peecTpbl

Perucrparypa

* ABTOMATHU3UPOBAHHASA
NC, ocymecTBasitouias
XpaHeHue
TepPCOHAJIbHBIX JAHHBIX

e

Perucrparop \
e

* ABTOMATHU3UPOBAHHAsA
NC, ocyuiecTBasionias
XpaHeHHe U 06pabOTKY
TIepCOHATbHBIX JTAHHBIX

[lapTHep/pece
Jutep

 Jluio,
OCYlIeCTBsIONIee COOP
TIepCOHATBHBIX TAHHBIX

B3aumo-
IelCcTBHE

* 3augura nadpopmMauu
IIpU TTepeiavu yepes
ceTy ol1Iero
I10JIb30BaHUS

./ WS/ WSS/ S

Registry

Registrar

Partner/Reseller

Interaction

\\Y
T
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Automated IS, carrying
out storage of the
personal data

Automated IS, carrying
out storage and
processing of the personal
data

The person who is
carrying out gathering of
the personal data

Information protection at
transfer through public
networks
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ﬁmmeﬂeﬂﬂﬂ CucreMel:.  Complexities of reduction of
perucTpanun B COOTBETCTBHE | system of registration in
TPedOBaHHUIM 3aKOHA conformity to law requirements

* HeBo3MOXXHOCTBH
BBITIO/THEHYSI TPeOOBaHU
3aKOHA HeOO/IbLIMMU
KOMITAaHUSIMU

« HeobOxomzuMocThb
CYILeCTBEHHOM * Necessity of essential
TexHuka MoaupUKALIMN U Technics updating and certification of
cepTUdUKALTAU information systems
MHQPOPMAITMOHHBIX CUCTEM

* BsaumogericTBue C
MeXyHapOIHbIMHU
peecTpaMu

Busiec * PaznnyuHbie OM3HEC MOZeTH Business * Various business of model of
PErucTpaTopoB registrars
* OTcyTCcTBYE TOAAEPXKKY CO « Absence of support from
KoopauHanus cTOpoHbI Perucrparypsl no Coordi-nation Registry for the reason
npu4rHe “‘OusHec” ' "business”

* Impossibility of performance
Barriers of requirements of the law
the small companies

baprep

TpaHCI'paHI/I‘-IHaH
rnmepeaaia

Transboundary * interaction with the
transfer international registers
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Myt peweHua  Possible solutions

+ Conducting register PD only on the

Eve I‘yone party of the registrar

. * Problem of death of the registrar
fOI' ltSEIf * Problem of change of the registrar

* Begenue peectpa I1]] To/bKO Ha CTOpOHE

Ka}KvHvbIﬁ perucrparopa
caM 3a ce 651 *[Ipo6iema cmMepTH perucrparopa

*[Tpo6iema cMeHBI perucrparopa

* All participants of system - personal

The laW iS data operators
the 1 ALY * Problem of the small

* Problem of Resellers/partners

3 AKOH eCTh |k Bce yyacTHuKU cucTeMsl — onepaTtopsl [1]]

*[Ipo6ema MaseHbKIX
3dKOH *[Tpo6iema Pecennepos/IlapTaepos

+ Data storage Registry in the ciphered
kind

COlleCted * Problem of change of the registrar
— Cipher * Problem of periodic change of keys

* XpaHeHue JaHHBIX PerucrpaTtypoii B
3airppoBaHHOM BHIE

*[Ipo6iema cMeHbI perucTpaTropa

Cobpan -

BaH_H/I(l)pYI/I *[Ipo61eMa mepruoANYECKOM CMEeHbI KIIIoYei

« TIpo61eMa MPUMEHUMOCTH
S] gnature * Erudition problem

*I[Ipo6ema o6pazoBaHHOCTH
*[Ipo6iema GecreyHoCTH + Carelessness problem

.3 8l LI . * Replacement PD to ES
e } EleCtronlc * Applicability problem
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Mcnonb3osaHMe 3aKOHa | Use of the law «On digital

«O UMGPOBON INEKTPOHHOU electronic signature»
nognucm» 5

CosmaHue yI0CTOBEPSIOIIETO
IeHTpa

Creation of a certifying center

Hcnonb3oBanne MHAUBUYAIbHOTO

111 pPOBOTO KIr04a (3/1IeKTPOHHOM MOJITUCH)
1151 BeprdUKaL K oib30BaTess 6e3
Mpe0CTaB/IeHHsI IEPCOHAIbHBIX JAHHBIX

Individual digital key (electronic signature) for
usage to verify users without personal data
provision

Paspa6oTka egrHOTO

MOPsIZKa B3aMMOZJ,eHCTBHSI Development of a single
Meg{;;, coboi Bce'Z;( - procedure for interaction Registrar
— PeI'I/ICTpaTOp J of all three parties

= N J 2 \

Yaocrosepsomuii |
LEeHTP :

L Certifying center
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NMNEPBbIX PETUCTPATOP . THE FIRST REGISTRAR
CO CTATYCOM _ IN RUSSIA THAT HAS

«OTIEPATOP  « PERSONAL DATA
MEPCOHAJIBHBIX ~  OPERATOR
NAHHBIX» | STATUS»




Cnacu6o! Thank you!

BOI'IpOCbI') Questions?
' Do not hesitate to contact

Croaa nx! me

a.panov@hostcomm.ru | a.panov@hostcomm.ru

AnekcaHap lNaHoB Alexander Panov

www.hostcomm.ru www.hostcomm.ru



